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1. Introduction QR Smartpay

QR SmartPay is a new service in the BKT Mobile application to offer a new form/way of a money transfer using the QR Code
functionality. This service can be accessed outside the menu of the BKT Mobile application, by clicking on the SmartPay icon
that will appear on the Pre-Login page. This service enables transferring funds within individual BKT accounts easily and quickly
by using the QR Code.

To log in to Mobile Banking on a smartphone or tablet, the application must be installed under the name BKT Mobile, which can
be found on App Store and Play Store.

Benefits

Instant Payments

One of the most significant advantages of using QR codes is that it enables immediate payment. Making payments through QR
codes is extremely fast compared to other payment methods. All a user needs to do is open the QR code scanning app, scan the
QR code and confirm to complete the payment. Transactions are realized within seconds.

High level of security
Making payments through QR codes is very secure. The QR code is used to exchange accurate information and in a secure way.
All data transferred through QR codes are encrypted, which makes payments safer.

Easy to set up

Setting up payment method through QR code is easy because there is no need for additional infrastructure. Payment is made
through the smartphone and the BKT Mobile application, and a printed QR code or shared electronically. Using QR codes for
payments also eliminates the need for any other device to make payments.

Higher reliability

Transactions with QR code are fully confirmed, which eliminates any possible mistakes. The QR code consists of unique data
that increases the reliability of transactions with the QR code.

| Note

QR service is provided to BKT customers on BKT Mobile appication in I0S and Android platforms,
for money transfer between BKT individual accounts.
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2. Terms and conditions of the smartpay module

Terms & Conditions

Type SmartPay can be found as a tab on the Pre-Login page of the BKT Mobile application.

This service serves to generate requests to transfer money within BKT individual accounts
with a generated QR code on this platform.

Currency transfer All currencies that the bank offers

Safety User will receive the OTP every time that QR SmartPay is accessed
Installation Fee Free of charge for retail clients.

Commission As per the actual price list for e-banking transactions

Limits SEMI AUTHENTICATION

Max amount per transaction - 100 EUR
Max daily amount - 100 EUR

Nr. of daily transactions - 3 trans.

FULL AUTHENTICATION

Max amount per transaction - 8,000 EUR
Max daily amount - 16,000 EUR

Nr of the daily transaction - Not defined but limited to the max daily amount

Preconditions e The sender and receiver of the transaction should be BKT Customer

e The sender and receiver should have BKT Mobile App installed

e The sender and e receiver should open a QR account

e  Security of mobile device should be ‘Active” (fingerprint, Password, etc.)

3. Identification/Authentication

Access in the QR SmartPay module, is done by verification/authentication of BKT Mobile credentials.
In SmartPay can be defined two ways of authentication in accordance with the level of security on the device:
e Full Authentication: with CIF *, Password, and OTP
¢ Semi authentication **: with CIF and Password
*CIF - This is the customer number that can be received from the bank to register in BKT Mobile.
**|evel of security is parameter enabled to unlock the device such as: Password, Fingerprint, Pattern, etc.
After login with full authentication, you can choose semi authentication for the next login.
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4. Registration on QR SmartPay

For using QR SmartPay Service, it is needed to:
e be a Bank customer and registered user at BKT Mobile,
e have the BKT Mobile Application installed on the mobile device iOS or Android version,

e register and login to the SmartPay service through full and semi authentication by verifying personal data such as:
Customer number, Password, and OTP,

e Accept the Terms and Conditions to open a SmartPay account to use for this service.

Welcome To
BKT Mobile

Pay Smart With BKT

+ Setup your GR Accounts
BKT Stories - Send and request money using QR feature

e 2\ - Be informed for all your Incoming and
‘ Request GR transactions
& X + Manage all you opened request money
transactions

QRTransfer Depozito  SmartFNP  Kredi
dhe Fito Dixhitale

0] Terms and Conditions

‘Terms and Conditions for QR PaySmart Service

A Introduction

1. These terms and conditions (‘Terms) apply and regulate the
rvice, provided by

usage of the mart y Banl
Kombétare Tregtare Kosové J.5.C.. which allows you to send
igh the BKT Mobile Applicati

and imough aunique two-dimensiona barcode generated by dentification
e Bank (QR Gode?) o idently he “Recipient-of the fund
' i’ Identification

e rt Servi ided as part of the Bank's
Electronic Banking Services, and accordingl, these Terms add-

Terms Remember Me
Banking Service:
3.To use th

'e QR Pay Smart Service you must accept and agree
— e CONTINVE
1 AGREE y \ \

First Step Second Step Third Step

Open&read all content of the Enter login credentials. Enter the OTP code received by SMS.
documenton the screen. Click the button Next Click the button Next
Click the button | Agree



%; <I(T USER MANUAL FOR QR SMARTPAY

BANKA KOMBETARE TREGTARE

4.1 Creating QR Account

After registering in the QR SmartPay service, the QR account must be opened, which will enable receiving/sending money
through this service. Upon opening a QR account, the SmartPay application will automatically generate a Dynamic QR code
that the user can use to receive money. Sending a QR code with a pre-defined value will be of static QR.

ADD NEW MY ACCOUNTS ADD NEW

YOU DON'T HAVE A GR ACCOUNT

Firstname Lastname 7

Create QR Account

reation of the QR account

XKOS1901217940311215 - EUR

Select Account
/ACDESC_701217940
1901217940011388

SPECIFY THE AMOUNT
© AcDESC701217940 999,

1901217940311215

CREATE QR ACCOUNT

ACDESC_701217940 INCOMING
1901217940010224

Receive Money ACDESC 701217740 \ A Receive Money

First Step Second Step Third Step Fourth Step
To open a QR account, click Choose the account you will Click the button Next to The QR account has been
int the button “Create QR use to receive/send money authorize the opening of the created, and the account
Account” with QR account can be used to receive/send
money.

4.2 My accounts
In the menu “My Accounts” can be seen all opened QR accounts:

MY ACCOUNTS ADD NEW

Firstname Lastname 7

XKOS1901217940311215 - EUR

Select Account

Firstname Lastname 7
XK051901217940311215
N/A

SPECIFY THE AMOUNT e

INCOMING

Firstname Lastname 7
XK051901217940010224
N/A

Receive Money

First Step Second Step

Click the button “My Accounts” On the screen, you can see QR
accounts that are opened and,
in all currencies,

m To perform transactions in this service can be oepned more than one QR account in different currencies,
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5. QR Code types

The QR code is the code generated by the device after registering and opening the QR account. The QR code in SmartPay is
offered in two types which user can use for receiving/sending money:

v" Dynamic QR code
v/ Static QR Code

5.1 Dynamic QR code

Dynamic QR code is the code generated during the
SmartPay account opening process.

MY ACCOUNTS ADD NEW

Frsrame Lasrane7 O Dynamic QR code has no predefined amount and is valid
until the QR account is open.

To request money transfer with Dynamic QR Code
through SmartPay, user need to share QR code with third
parties as a photo via messages, or sender can scan it
directly from the device/phone.

The amount of the transfer is defined by the sender of
the funds.

SPECIFY THE AMOUNT e

INCOMING
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5.2 Static QR code

The static QR code is the code generated in the SmartPay application, with the predefined amount that is requested to
be accepted from the sender. Generated code can be shared with third parties in the form of photo via messages, or the

sender can scan it directly from the device/phone.

The validity period of dynamic QR code is pre-defined during the generation of code. If it is tried to be executed after the
expiration date, the application will notify that the QR code is not valid and cannot be used to complete the transaction.

A static QR code can be used only one time.

MY ACCOUNTS ADD NEW

Firstname Lastname 7

GENERATED QR FOR

SPECIFY THE AMOUNT
Enter the amount to be charged with your OR

§ e

XKOS1901217940010224 - ALL

XKOS1901217940311215.
FIRSTNAME LASTNAME 7

SPECIFY THE AMOUNT e
Expires at: 10.112021 09:05:40

Created at: 03.11202109:05:40

INCOMING

+ . CANCEL GR

2] 0 e
eceive Money Send Money 4 /

First Step Second Step Third Step
Click the button Enter the amount Click e to share with the sender
“Specify the Amount” Click the button Next
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6. Transactions with QR SmartPay service
Through the QR SmartPay service, users can realize transactions between individual accounts within BKT.

With this option, the sender can read the static or dynamic image of the QR Code generated by the other party from his
BKT Mobile application. QR code can be scanned through the application in two ways:

a.by scanning the QR code directly on the other device

MY ACCOUNTS ADD NEW TS

Scan Your Code

Firstname Lastname 7 Firstname Lastname 7

SUCCESSFULLY COMPLETED

You have successfuly transferred money to
(IXK051901002025021190 Firstname Lastname 7 with transaction number
2130702432807000
701002025

Amount 5.00 EUR
5.00EUR

Account Name ACDESC_701217940

IBAN 1901217940311118

Available Bal..9,999,999,994,469,032.50 EUR
TRANSFER FROM CHANGE

ACDESC_701217940

1901217940311118

XKOS1901217940010224 - ALL
[T————

Use my overdraft limit if necessary »

COMPLETE PAYMENT

®

0
Send Money

SPECIFY THE AMOUNT e
Scan From Gallery

INCOMING
@
/e Money

0
Send Money

Receive Money

First Step Second Step Third Step Fourth Step
Direct your device to read the Confirm the details and click On the last screen, you receive

QR code from the other device “Complete Payment” confirmation that the transfer
was successful

Click the Camera button

* Once you have received a dynamic QR code, you will be asked to enter the transfer value to complete the execution after
scanning the code.
*Overdraft limit will be available if it’s approved by the bank
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b. or by selecting the QR Code image from your device gallery

MY ACCOUNTS ADD NEW
Scan Your Code

Firstname Lastname 7

Scan From Gallery

©

Receive Money send Money 4l Send Money

INCOMING

First Step
Click the Camera button

Second Step

Select the option “Scan from
Gallery” to read QR

TRANSFER TO

Firstname Lastname 7
SUCCESSFULLY COMPLETED

You have successfuly transferred money to
Firstname Lastname 7 with transaction number
2130702432807000

(XK051901002025021190
701002025
5.00 EUR

5.00 EUR

ACDESC_701217940
1901217940318

al. 9,999,999,994,469,032.50 EUR
TRANSFER FROM CHANGE

ACDESC_701217940
1901217940318

Available Balance kR  EUR

Use my overdraft limit if necessary »

COMPLETE PAYMENT
e

Send Money 4 \ Receive Money Send Money

Fifth Step Six Step

Confirm the details and click
“Complete Payment”

was successful

On the last screen, you receive
confirmation that the transfer

< Selectitem

Enter amount

Third Step

Choose the QR code you
received from the other party
in your phone gallery

Fourth Step

Once you have read the
dynamic QR code, set the
transfer value
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7. Other features of QR SmartPay
7.1 Cancellation of QR Code

Users can cancel the dynamic QR code generated by them at any time (as long as it is valid), and the QR code cannot be

used further.

MY ACCOUNTS ADD NEW

o

Firstname Lastname 7

REQUESTS

XK051901217940311215
03.11202109:05:40

XKO051901217940311215 10.00 EUR
03.11.202109:0026 Cancelied

XK051901999993071445 100 EUR
13.09.2021 18:07:07 Expired

XK051901999993071445 5.00 EUR
13.09.202117:53:40 Expired

XKOS1901217940010224 - ALL

XK051901999993011790 10.00 EUR
08.09.20211358:33 Expired

SPECIFY THE AMOUNT e

INCOMING
n

Receive Money

XKO051901217940311118 10.00 EUR
21062021 0911142 Expired

XK0519012179A031“ 200.52 EUR
.
@ a

Receive Money

First Step Second Step

In the main menu, click
the button “Request”

7.2 Monitoring transaction

All opened/closed/cancelled
requests will be shown. To cancel
a QR, open an active request

GENERATED GR FOR

GENERATED GR FOR

5 SMARTPAY

CANCELLED

XKOS1901217940311215.
FIRSTNAME LASTNAME 7

Expires at: 10.11202109:05:40

Created at: 03112021 09:05:40
Canceled Successfully
/ Created at:03.11202109:05:40

Third Step Fourth Step

Press the Cancel QR button to Once you have cancelled,

QR will appear shaded and
cancelled.

cancel the QR code

QR SmartPay users can monitor all created requests and incoming transactions.
In the menu requests, user can see all the information of the requests and their statuses: Open, Cancelled, or Closed

MY ACCOUNTS ADD NEW

Firstname Lastname 7

INCOMING

Firstname 70140..e 701407300 2,00 EUR
20.09.202117:39:27 Received

Firstname 70140.. 701407300 1,00 EUR
20.09202115:05:28 Received

Firstname 70140..e 701407300 1,00 EUR
2009202115057 Received

Firstname 70140..e 701407300 2,00 EUR

20092021 18:49:42 Received
XKOS1901217940311215 - EUR

Firstname 70140..e 701407300 2.00 EUR

20092021 14:48:58 Received

Firstname 70140..e 701407300 2,00 EUR

SPECIFY THE AMOUNT e 20.09.202114:47:20 Received

Firstname Lastname 7 2.00EUR
20.09.202114:43:59 Received

[ INCOMING
. '
= =2

Receive Money end Mone 4 Receive Money

First Step Second Step

In the main menu, click
the button “Incoming” or

In “Incoming” it will be shown
all the admissions that you have
“Requests’ received through QR

REQUESTS

Show: All v

XK051901217940311215 5.00 EUR
03112021 09:05:40 Opened

XK051901217940311215 10.00 EUR
03112021 09:00:26 Canceled

XK051901999993071445 100 EUR

13.09.202118:07:07 Expired

XKO51901999993071445 5.00 EUR
13.09.2021 17:53:40 Expired

XK051901999993011790 10.00 EUR
08.09.202113:58:33 Expired

XK051901217940311118 10.00 EUR
21062021 0911142 Expired

XK05|9012|79403“1 200.52 EUR
s
&

Receive Money

Third Step

In “Requests” you can see
the status and details of open

requests
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7.3 Delete the QR account

The QR account opened during the registration process or later, can be deleted by the user. After deleting, QR account QR
Codes generated by this account that have been shared to other persons cannot be used anymore, and if sender tries to

use those QR coded will be notified that this account/ticket is not Valid.

MY ACCOUNTS ADD NEW

(o]

ACCOUNT DETAILS

Firstname Lastname 7
Firstname Lastname 7

(xkos101217940311215
701217940

03.11.202109:04:06.

Delete Account

ACCOUNT DESCRIPTION (OPTIONAL) Please confirm the account deletion.

XKOS1901217940010224 - ALL

SPECIFY THE AMOUNT e [ DELETE ACCOUNT J

INCOMING

Receive Money

First Step Second Step Third Step
Click thee button next to Select the account to be Press the Approve button to
your first and last name deleted, click the “Delete authorize account deletion

Account” button

ADD NEW

YOU DON'T HAVE A GR ACCOUNT

CREATE QR ACCOUNT

Process is completed successfully.

Receive Money

Fourth Step

Fourth Step
Once you have deleted your
QR account, you can create
another account again
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8. User Profile

This option will be displayed in the header of the Main Menu of Pay Smart, in this menu can be seen all necessary
information of the user and following functions of the service:

a.Exit
This option will redirect the user to the BKT Mobile Pre-Login page, and next login will be allowed with semi authentication

b. Forget Me

This option will redirect the user to the BKT Mobile Pre-Login page and will deactivate Semi Authentication until the next
Full Authentication. So, in next login client need to be fully authenticated with: customer number, password and OTP.

a. Smart OTP Authentication

In this feature, the user can define whether or not he wants to be login with Smart OTP Authentication or each time o
login with Full Authentication.

This feature is pre-defined “Yes” and the user can change it once logged in with full authentication.

To enable Smart OTP Authentication, the device should have allowed security levels (login in device by: Password,
Fingerprint, Face ID, Pattern, etc.).

MY ACCOUNTS ADDNEW MY PROFILE

Firstname Lastname 7
NAME SURNAME

FIRSTNAME LASTNAME 7
CUSTOMER ID

701217940

‘Smart OTP Authentication

XKOS1901217940010224 - ALL

SPECIFY THE AMOUNT e

INCOMING




